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Suspicious Activity Reporting
Line Officer Training

The Suspicious Activity
Reporting Line Officer Training
CD was developed to assist law
enforcement line officers in
• Understanding what kinds
of suspicious behaviors
are associated with preincident terrorism activities.
• Documenting and
reporting suspicious
activity.
• Protecting privacy, civil
rights, and civil liberties
when documenting
information.
The CD also provides information
about integrating the Nationwide
Suspicious Activity Reporting
(SAR) Initiative (NSI) into your
agency’s operations.

Nationwide SAR Initiative (NSI)
The Nationwide Suspicious Activity
Reporting (SAR) Initiative (NSI) is a
partnership of agencies at all levels that
provides law enforcement with another tool
to combat crime and terrorism. The NSI has
established a national capacity for gathering,
documenting, processing, analyzing, and
sharing terrorism-related SARs.
The NSI Web site, http://nsi.ncirc.gov, assists agencies in developing and
increasing the effectiveness of their SAR processes and counterterrorism
activities. The Web site serves as a “one-stop shop” for resources and
documents associated with the NSI. It contains information on training and
resources and an implementation map that identifies agencies currently
participating in the NSI. The resources section includes documents and
templates that can be used to develop and improve an agency’s SAR
processes and counterterrorism capability and that explain how agencies can
participate in the NSI. From the NSI Web site, you may seek assistance or
ask questions regarding any component of the SAR process.

For more information: http://nsi.ncirc.gov

Every day, law enforcement line officers
observe suspicious behavior or receive
reports from concerned citizens, private
security, and other government agencies.
What might not seem significant, when combined
with other actions, activities, or additional
reporting, may become a composite indicating
the possibility of criminal—even terrorist—activity.

After the terrorist attacks
of September 11,
it became obvious that
al Qaeda members had
prepared not only in
far-off Afghan training
camps but also in
Minnesota and in flight
schools in Florida.

Domestic and international terrorism plots did not
end with 9/11—in fact, they continue to grow and
threaten the United States, its citizens, and its
critical infrastructure.
These threats further substantiate the need
for standardized collection and analysis, or
“connecting the dots,” of suspicious activity
before a terrorist attack occurs.

Terrorism-Related Behaviors and Indicators

Terrorism-related behaviors may indicate intelligence gathering or
preoperational planning related to criminal or terrorist activities.
These indicators and behaviors include:
Potential Criminal or Noncriminal
Activity Requiring Additional
Information During Investigation

Defined Criminal Activity
and Potential Terrorism Nexus
Activity

•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•

Eliciting Information
Testing of Security
Recruiting
Photography
Observation/Surveillance
Materials Acquisition/Storage
Acquisition of Expertise
Weapons Discovery
Sector-Specific Incidents

Breach/Attempted Intrusion
Misrepresentation
Theft/Loss/Diversion
Sabotage/Tampering/Vandalism
Cyberattack
Expressed or Implied Threat
Aviation Activity

These behaviors do not necessarily mean that someone is engaged in
criminal or terrorism activity, but they do provide justification for further
investigation or analysis. The focus of suspicious activity reporting is on
behaviors that would arouse suspicion in a reasonable person.

Documenting and Reporting Suspicious Activity
If the behavior or activity may be lawful or is a constitutionally protected
activity, the officer and the investigating agency must carefully assess and
gather as much information as possible before documenting a SAR.
Each law enforcement agency has a different process to support suspicious
activity reporting, including different naming conventions for these reports.
Understand your agency’s process for reporting SARs.
Submit SARs for processing, or share validated terrorism-related SAR
information with other law enforcement agencies, fusion centers, and the
FBI’s Joint Terrorism Task Forces (JTTFs).

Key Takeaway Points
• Reporting suspicious activity is important.
• The role of the officer is critical for identifying and
reporting suspicious activity.
• There are specific types of behaviors that have a
potential nexus to terrorism.
• SARs should be viewed in the totality of the
circumstances and based on an officer’s training,
experience, and knowledge of the context of a
suspicious incident.
• Not all information reported is reasonably indicative of
terrorism or criminal activity; safeguarding privacy, civil
rights, and civil liberties (P/CRCL) is essential.
• Fusion centers have a key role in reviewing and
analyzing SARs: to identify terrorism-related SARs
and store them in a shared space under the NSI.
• JTTFs and the FBI have a role in the investigation of
SARs with a potential nexus to terrorism.

Suggested Questions for Training Facilitator
1.

Does your agency have a mechanism and/or a policy for gathering,
documenting, processing, analyzing, or sharing terrorism-related suspicious
activity incidents? Discussion topics should include:

• Describe your agency policies regarding SARs—what is the terminology your agency
uses that equates to SARs (field interview reports, tips, leads, etc.)? Do you have
standing general orders or directives regarding the submission and assessment of
suspicious activity reports?
• Is your process for documenting and submitting SARs automated? Describe your
system or process.
• Does your agency SAR policy address the role of 911 reporting systems and operators?
• What role does your criminal investigations division (detective bureau or the like) play in
the SAR process?
• Does your agency have analysts or a specific unit that handles terrorism-related
information?
• Does your agency have an intelligence unit? How have you built or strengthened your
relationship with these personnel in this unit?

Suggested Questions for Training Facilitator
2.

Are you familiar with the term “fusion center”? Do you have a fusion center to
or from which your agency sends or receives information? Discussion topics
should include:
• Determine how your agency can provide SARs to the fusion center servicing your
jurisdiction.
• Obtain access to the National Criminal Intelligence Resource Center
at www.ncirc.gov to identify the fusion center(s) in your area.
• Does the fusion center in your jurisdiction have a Web site, e-mail,
and a fax or phone number established for the receipt of SARs?
• Does your agency have personnel who routinely interact with the
fusion center in/servicing your area?
• Does your agency have officers or personnel serving as terrorism
liaison/intelligence liaison/fusion liaison officers to the fusion center
in your area?

3.

The CD indicates that when a suspicious activity report
suggests possible terrorism, agencies should consult with
their local JTTFs. Discussion topics should include:

• Have you worked with your local JTTF on a case, or do you know a
member of your agency who has? Provide examples.
• The mission of the JTTFs is to detect, disrupt, and dismantle terrorist
cells and networks in the United States and to prevent acts of terrorism by individuals.
• JTTFs are located in 106 areas across the United States. Visit www.fbi.gov to identify
the JTTF for your area.

Suggested Questions for Training Facilitator
4.

Not all observed or reported activity may qualify as a SAR
or terrorism-related SAR. For example, taking photos of
a bridge or other types of critical infrastructure does not
necessarily mean an individual is plotting a crime, much less
a terrorist attack. How can law enforcement protect P/CRCL
while ensuring that appropriate information is gathered and
shared? Discussion topics may include:

• The same agency policies and constitutional standards that
apply with regard to contacts with the public and when conducting ordinary criminal
investigations also apply to law enforcement and homeland security officers conducting
SAR inquiries or investigations.
• Those activities that are generally protected by the First Amendment should not be
reported as a SAR unless additional facts and circumstances can be clearly articulated
that support an officer’s or agency’s determination that the behavior observed is
reasonably indicative of criminal activity associated with terrorism or other criminal
activity.
• The SAR Functional Standard requires two forms of vetting before a SAR is submitted
by an agency and made available by the agency or a fusion center to be shared
in the Information Sharing Environment (ISE). The vetting includes a review by a
source agency supervisor and by a trained investigator or analyst at the agency or
fusion center. Throughout the vetting process, P/CRCL must be vigilantly and actively
protected.
• The “reasonably indicative” determination for identifying a SAR is essential to
P/CRCL protection because it emphasizes a behavior-focused approach to identifying
suspicious activity and mitigates the risk of profiling based on race, ethnicity, national
origin, religious affiliation, or involvement in constitutionally protected activity.

Suspicious Activity Reporting Line Officer Training CD
Use this CD individually, at roll call, and at training
events, or post it to your own distance-learning
platform. It is effective when used in conjunction with
the Bureau of Justice Assistance’s State and Local
Anti-Terrorism Training (SLATT®) and Communities
Against Terrorism programs. Fusion centers can
incorporate the CD into their training programs for
terrorism liaison officers/fusion liaison officers/
intelligence liaison officers.

NSI Reporting Requirements
Agencies using this CD should report on the date(s)
of training and method of delivery—along with the total number of
officers trained and the employing agencies for these officers—via the
NSI Web site: http://nsi.ncirc.gov/sartraining. These reports are critical
to the overall success of the NSI. Demonstrating that an officer has
received this training will mitigate any concerns that may arise regarding
an officer’s report of a SAR or an agency’s SAR program. SAR training,
including the SAR Line Officer Training CD and a comprehensive privacy
policy, will help standardize an agency’s implementation of a SAR
program.
Questions? E-mail nsiinformation@ncirc.gov.
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For permission to make copies or extractions,
please e-mail: nsiinformation@ncirc.gov.
This project was supported by Grant No. 2008-DD-BX-K520 awarded by the Bureau of Justice Assistance, Office of Justice Programs,
in collaboration with the U.S. Department of Justice’s Global Justice Information Sharing Initiative. The opinions, findings, and
conclusions or recommendations expressed in this publication are those of the author(s) and do not necessarily reflect the views of
the U.S. Department of Justice.
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